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Cepeiti Meoyuiescokutl

PO3POBKA YHI‘DIKOBAHOi METOAUKHA OOIHKHA PU3UKIB Y ITPOLHECI
BAJIJALIII ABTOMATHU30BAHUX IHOOPMANIMHUX CUCTEM

Axmyanvnicme memu docnioycenna. Inmencugnicmo 6npogaodicens ingopmayiinux cucmem y eupodHuyi npoyecu
ma 3pocmanus cKiaoHocmi Kougieypayili maxux cucmem 6e3nocepeoHbo nos sa3aHo 3 NegHoI0 CYKYNHICMIO PU3UKi8, OCHO8-
HOW0 NPUYUHOIO AKUX € Ypasnueocmi ingpopmayitinux mexnonoeit i cucmem. Konu puzux cmae nenputinsammo eenuxum, Heoo-
XIOHO 3acmocogysamu 8iON08IOHI 0OTPYHMOBAHT 3aX00U 011 CBOEUACHO20 BUAGNEHHS NPUYUH | 3HUJICEHHS DIGHS PUUKY a0
2iC NOBHOT TIKGIOAYTT PUIUKY.

Ilocmanosxa npoonemu. Biocymmuicms cOunoi yHighikosanoi Mmemoouxu oyinio8aHHs pU3UKI6 cmagumy nio 3a2po3y He minbku
npoeKm 6npoeaoce s i ganioayii cucmemu, a i AKicMs NPOOYKYL, yinicnicmyv danux i 6e3nexy O KiHye8020 Cnodicusayd.

Ananiz ocmannix oocnioxycens i nyonikayiiu. OcmanHimu poxamu 00CniodiceHHs 3a3Ha4enoi npobnemu nposoounocs 6 ba-
2aMbOX HAYKOGUX GIMUUSHAHUX T 3AKOPOOHHUX NPAYAX, 8 AKUX O)10 3aNPONOHOBAHO Ma anpobosano pisHi eapiayii memooux ma
nioxoou 00 OYIHIOBANHS PUZUKIE NPU pO3podYi ma excniayamayii inghopmayitinux cucmem 8i0N0GIOHO20 PiGHA CKIAOHOCM.

Buoinenns nedocnioxcenux uacmun 3azanvhoi npoénemu. Yci cyvacui cucmemu aHanisy ma ynpagaiHHa pusukami, K
SiMuU3HAHI, MAK i 3apyOidiCHI, CNUpalomvcs y c8oill pobomi na docums cyd’ €Kmugni OyMKuU excnepmis, abo dc JonycKaroms
3ACMOCYBAHHA CReYianbHUX ONUMYBANbHUKIS, HA NUMAHHA AKUX YACMO 3MyuleHi gionogioamu nexomnemenmui ocoou. Cy-
4aCHi MEeMoOuKU OYiHIOBAHHS PUBUKIE He 003601AI0Mb Y NOBHOMY 00CA3I BUABUMU | HAENCHUM YUHOM OYIHUMU MOICIUBL
PU3UKU Nio uac npoekmysanis, po3poonenns, enpogaodicenns ma excnnyamayii AIC na papmayesmuunomy supooHuymsi.

Ilocmanogka 3ae0anusn. Memoto pobomu € po3pobra MemoOuKu YnpagiiHHa pusuKami npoeKmie, nog A3aHux iz pos-
POO6KOIO, 8NPOBAOVICEHHAM BANIOAYICIO § NOOANLUUM CYNPOBOOOM ABMOMAMUZ08AHUX THOPpMAYitiHUX cucmem Ol (papmaye-
8MUYHUX BUPOOHUYME.

Buknao ocnoenozo mamepiany. Y cmammi npedcmagiena nokpoko8a mMemoouxa ynpagiinta pusukamu @ npoyeci 6a-
nioayii asmomMamu308anHux iH@POpMayiiHux cucmem, 3anpPoONOHOBAHA cXemMa PO3NoOiny KIoHo8Ux ponei i 0608 A3Kia uieHie
2pynu oyinku pusukis. Posensnymo knacughixayito pienie msickocmi, imM08ipHOCHi GUHUKHEHHS. | UMOBIPHOCI 8UABNICHHS 8
PO3PI3I KinbKicHOI ma AKICHOT wKanu oYiHIo8aHHA. 3anponoHo8aHo NPUHYUN iHmMepnpemayii pe3ynibmamie oyiHKu pu3uKis.

Bucnosxku 6ionogiono 0o cmammi. I1iocymKosum pe3ynsmamom cmano cmeopenHs YHigikosaHoi Haykogo o0TpyHmosanoi
MemoOuKy YnpasiiHHa PUsUKamu 8 NpoeKmax 3i CrmeopeHHs asmoMamu308aHuxX iHPOpMayitinux cucmem, wo 00380JA€ Niosu-
wumu egpexmusHicmo 8nposaddicenns ma excnryamayii AIC, yHaciiook 4oeo ycniuine npoxo0diCceHHs npoyecy 8anioayi.

Knrwowuogi cnosa: asmomamusayis, eanioayis; eepugixayisa; ingopmayiiina cucmema, npoekmy8amHs, YNpasiinHa
pusuKamu; AKicme.

Tabn.: 3. bion.: 11.

AKTyaJdbHicTh TeMHU JocailxeHHsl. OJHUM 3 OCHOBHUX 3aBJIaHb CUCTEMHM YIPABIIHHS
sxictio (CYS) e 3a0e3nedyeHHs BUSBICHHS MOTEHIIMHUX HEBIMMOBIIHOCTEH (IedeKTiB) 1 me-
PEILIKOKAaHHS iX MOSBU Ha BCIX CTAISIX KUTTEBOTO LUKy aBTOMAaTU30BaHO1 1H(pOpMaIiiHOT
cucremu (AIC). 3rigHo 3 HoBOIO Bepcieto cranaapty ISO 9001: 2015 akTyanbHUM € pO3BUTOK
1H(POPMaLIHOTO PU3UK-MEHEKMEHTY 1 PU3UK-OPIEHTOBAHOTO MUCIICHHS, OCHOBHE 3aBJaHHS
SIKOTO TIOJISITA€ B YIIPaBIIIHHI pU3UKAMHU.

[IpoGnema nocnipkeHHs PU3UKIB y Mpoliecax po3poOiIeHHsT MPOrpaMHOro 3abe3rnedyeHHs
YCKJIQIHIOE€THCSI BHACHIJIOK 3pOCTaHHS PI3HOMAHITHOCTI Ta CKJIaJHOCTI pO3pO0IIIOBaHUX MPO-
rpaMHuX nponaykTiB [1]. Po3poOka yHipikoBaHMX Mojenell ynpaBiaiHHS pU3UKaMH y cdepi
aBTOMaTH3allli (apMaleBTUUYHUX BUPOOHUITB, a 30KpeMa B MPOLEC Baliallii TAKUX CUCTEM
€ HUHI BOXJIMBUM 1 HEJJOCTATHHO BUBUEHHM 3aBJIaHHSIM, 1110 BKa3ye Ha aKTYaJlbHICTh MPOBE-
JICHHS JOCIIJDKEHHS 3 111€1 TEMU.

ITocTanoBka nmpo6Jemu. IIporiec po3poGiieHHs 1 BOpOBaKEHHS MPOEKTIB y cdepi dap-
MaleBTUYHOTO BUPOOHUIITBA, 3aCHOBAHUX Ha 1H(OPMAIIMHUX TEXHOJIOTIAX, € Ty’Ke CKIaI-
HUM 3aBJIaHHSIM, BUPIIIICHHS SIKOTO BUMarae ocoOIMBOTO minxoy [2].

3rigHo 31 CTATUCTUYHUMU JAHUMHU, TPOEKTH, TIOB’sA3aH1 3 BIPOBADKEHHIM 1H(OpMaIliii-
HUX TEXHOJIOT1H 1 aBTOMAaTU30BaHUX CUCTEM, € HAOUIbII PU3MKOBAHUMH 3 MOTJISATY X peati-
3awii BIMOBITHO JI0 MOYATKOBUX IJIAHIB, SKOCT1 MPOYKILii, IUTICHOCT1 JaHUX 1 Oe3neku 3ara-
aoM. Buxoasunm ix mporo po3poOka yHIpIKOBaHOI HayKOBOOOIPYHTOBAaHOI METOIMKH
YIPaBIIiHHSA PU3MKAMH B MPOEKTaX PO3POOKM Ta 3aTBEP/UKEHHS aBTOMATH30BAHUX CUCTEM
(AIC) € akTyanbHUM 1 BXXJIUBUM 3aBJIaHHSIM.

AHaJi3 ocTaHHIX AocifxKeHb i myOaikauniii. Y pobotax [3; 4] pO3riIsiHYTO METOIUKY
BUKOHAHHS OLIHIOBaHHSI PU3MKIB 3a fornomMoroo Meroay FMEA-ananizy, po3risHyTo KpuTe-
pii BU3BHAYEHHSI OCHOBHUX MapaMeTpiB /sl BUBHAYECHHS OL[IHKM PU3HKY, a TAKOK 3aIlpOINOHO-
BaHa METOJIMKa aHaJIi3y HaJAlHOCTI iH(POpMAaLifHO-KEPYIOUOi CUCTEMH.
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ABTopam pobotu [5] mokazaHa MOXIUBICTE 3acTocyBaHHs FMEA mix yac anami3y BUIiB
Ta HaCJiKIB HEBIAMOBIAHOCTEH KOHCTpYKTOpCchKOi gokymenTalii (K/I), iHTeprperoBani oc-
HoBH KiacuuHoro FMEA 3 ypaxyBanusam cnenudiku po3pooku KJI 3 MeToro ynpaBiiHHS sKi-
ctio KJI. V crarti [6] onucaHo eTanu monepeaHboro AOCIKEHHs 00’ €KTa y MpoLeci mpoBe-
JICHHS aHaNli3y BUJIB, HACTAKIB Ta mpuuuH noteHuiitHux aedexris (FMEA). [Ipononyrotbes
crocoOu 1 JaroThcs PEeKOMEH ALl 3 MPOBEJCHHS CTPYKTYPHOTO 1 (PYHKI[IOHAIBHOTO aHaJI3y
o0’exrta. JlocmipKeHHsT 0COOIMBOCTI YIPABIIHHA SIKICTIO MPOEKTIB y cdepl iHGopMariiiHIX
TEXHOJIOT1i MPOBEJCHO aBTOPOM poboTH [7].

OcHoOBHI MeTOauKHU ifAeHTH}iKalii HeGe3rmekn Ta OCOOTUBOCTI 3aCTOCYBaHHS METO/IIB
aHaJi3y M OLIIHIOBAHHS 1IEHTH(IKOBAHUX PU3HUKIB PO3IIIIHYTO B poboTax [8; 9].

[IpoGnemu peanizaiii pu3MK-OpPIEHTOBAHOTO MUCIIEHHS B MEXaX CUCTEMHU MEHEHKMEHTY
SIKOCTI1 IIPOMHKCIIOBOTO MIIMPUEMCTBA BiioOpaxkeH1 B po6oTi [10] 1 3amponoHoBaHMii METOA 1X
M0JI0JIAaHHSL.

Buainenns HegoCiPKeHNX YACTHH 3arajJIbHOI MPo0daeMH. YCi CydacH1 CUCTEMHU aHali-
3y Ta yIpaBJiHHS PU3UKaMH, SIK BITUM3HSAHI, TaK 1 3apyOiXKHI, CIUPAIOThCS Y CBOI poOOTI HA
JOCUTh Cy0’€KTHBHI JYMKH €KCIEPTIB, a00 K JOIMYCKaIOTh 3aCTOCYBAHHS CHELiaIbHUX OIH-
TYBaJIbHUKIB, HA MUTaHHA SKUX YacTO 3MYILEH1 BIAMOBIIaTH HEKOMIIETeHTH1 ocoou. Ilpu pos-
poOri ckiagHux 1HGOpMAIIHHUX CUCTEM, IO 3aiI0I0Th BEJUKY KUIBKICTh PECYpCiB, SKICTh
IIPOrpaMHOT0 KOJy Ma€ BEJIMKUN BIUIMB Ha SKICTh MPOEKTOBAHOI CUCTEMHM Ha BCIX eTamax
KUTTEBOTO LUKIY [11], BIIMOBIAHO 11€ IPU3BOAUTH JO MOSIBU MEBHUX HEOE3MeEK (PU3UKIB), SIKi
MOJXYTh MEPEeUTH B Cepio3HI BIAXWIEHHS a00 HeBiAMoBigHOCTI. CydacH1 METOAMKH OLIHIO-
BaHHS PU3UKIB HE JI03BOJISIOTH Yy MOBHOMY OOCSI31 BUSBUTH W HaJE€KHUM YWHOM OIUHUTH MO-
AKJIMBI PU3MKH T1J1 yac MPOEKTYBaHHs, po3po0JIeHHs, BIPOBALKEHHS Ta ekciuryaTanii AIC Ha
(bapMaieBTHYHOMY BUPOOHHIITBI.

Po3pobka komIuIeKCHOT Ta yHi(piKOBAaHOI METOIMKU aHAJI3y Ta OLIHIOBAaHHS PHU3UKIB, SKa
JI03BOJIMThH 3pOOUTH KUIBKICHE 1 AKICHE OI[IHIOBaHHS PU3MKIB (OLIHUTH HMOBIPHICTH YCIILITHOT
peanizailii Bumor kopuctyBauiB) 1t AIC, a Takox npoBesieHHs Bepudikallii BUSBICHUX Bpa-
3ITUBOCTEH 3 ypaxyBaHHSM IMPHUBIACHEHUX OLIIHOK 1 (JOPMYBaHHs PEeKOMEHAALIN I10JI0 3MEH-
IIEeHHS Ta JiKBimamii pusukiB y mporeci Bamigamnii AIC € BaXJIMBUM 3aBIaHHSM, 1[I0 BUMarae
KOMILJIEKCHOTO MiIXOY.

ITocTanoBka 3aBaaHHs. MeToro poOOTH € po3poOIeHHS HAYKOBO OOIpPYHTOBAHOT METO-
JMKH YIIPaBIIIHHS PU3UKAMU MPOEKTIB, MOB’A3aHUX 3 PO3POOKOIO, BIPOBA/HKEHHAM Baligalli-
€10 1 MOJANBIIMM CYIIPOBOJIOM aBTOMATHU30BaHUX 1HPOPMaLIHHUX cUCTEM Ui (papmarieBTHY-
HUX BUPOOHHULITB.

Bukaan ocHoBHoro matepiany. OZHUM 13 HAWBAKIMBILIMX €TaliB MPOLECY YIPaBIiHHS
pU3MKaMHU B MIPOEKTaX 3 aBTOMAaTH3allili TUX 4M 1HIUX cep Oi3HECy € po3poOka KOHLEMIT
YIIPaBJIIHHS UMM pU3MKaMU. SIK OKpeMa JlaHKa B CHCTEM1 YIpPaBIIiHHS pU3UKaMU B MPOEKTaxX
3 aBTOMAaTH3allii MiIIPUEMCTB/BUPOOHUITB BU3HAYAIOTHCS PU3HKH Ta CTBOPIOETHCS JETalb-
HUH ONKC 3arpo3 1 pU3UKIB, SIKI MOXKYTh 3arPOXKYBATH YCIIIIHIN peanizaiii IpoeKTy.

VY nporeci Banigarii AIC cnouaTky He0OX1THO BUIUTUTH 2 KaTeropii pU3UKiB:

- anaparHi pU3UKU — PU3UKHU, NOB’s3aH1 3 BUKOPUCTAaHHSIM HOBOIO amapaTHOro 3abesrne-
YeHHs1 a00 JOOMpALOBAHHAM B)K€ ICHYIOYOIO JUIS MIIBUIIEHHS MPOAYKTUBHOCTI ab0 J0CsAT-
HEHHsI IPUHLIUIIOBO HOBOI (DYHKIIIOHAJILHOCTI;

- IpOrpaMHi PU3UKU — PU3HMKH, TIOB’sA3aH1 3 MpUAOAHHAM a00 BUKOPHCTAHHSM CKJIQIHOTO
IIPOrpamMHoOro 3abe3nedyeHHs abo cucTeM po3poOsIeHHUX 32 1HIUBIAYaIbHUM 3aMOBIICHHSIM.

Oco65uByYy BaXJIMBICTh JUIsl YCHIIIHOT peaji3alii MpoeKTy IICis OLIHKU PU3MKIB BiAirpae
BHU3HAYEHHS 3aX0/liB, COPSIMOBAHUX Ha 3HWKEHHS WMOBIPHOCTI peasi3alii pu3HKiB abo 3MeH-
IIIEHHS] HETaTUBHOTO e(eKTy Bix iX peanizariii.

Mertoauka yrpaBiliHHS pU3MKaMU B MPOEKTaX 31 CTBOPEHHS, BIPOBA/KEHHS Ta €KCILTya-
tanii AIC noBuHHa yBiOpatu B ceGe BCi CHIIbHI CTOPOHHM HAsBHMX METOJMK 1 aJanTyBaTh ix
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i cy4yacHi peantii 3 TuM, 1100 ii eeKTUBHICTH BIAMOBIANA Cy4acHUM MOTpedaM rocrojaa-
PIOIOYMX CYO’€KTIB. YIIpaBIiHHS pU3UKaMU — 1€ ITOBTOPIOBAHUH MPOLIEC, SIKHH 3aCTOCOBYETh-
Csl MPOTATOM YChOro kHUTTeBOro 1Ky AIC Bif 11€i/MpOeKTy 10 BUIIy4eHHS 3 eKCIUTyaTallii.
3arasioM roJIOBHUM 3aBJIAHHSIM OLUHIOBaHHS €()EeKTMBHOCTI Ti€l YM 1HILIOT METOJUKU yIpaB-
JIHHS PU3MKAMH € BUSIBIICHHSI HEOOX1THOCTI, HOIUIHHOCTI M €(DeKTUBHOCTI KOMILJIEKCY 3aXO/iB,
CIIPSIMOBAHMX Ha ONITHUMAJIbHY PeasTi3allito MPOEKTY 31 CTBOPEHHSI aBTOMATU30BaHO1 CUCTEMH.
[ToHATTS eheKTUBHOCTI METOJUKH YIPABIIHHSA pU3MKaMH 1HQOpPMALIHUX MPOEKTIB He-
PO3PUBHO MOB’sA3aHE 3 HOHATTIM €(EeKTUBHOCTI Basliallii iH(pOpMaIIHHOTO MPOEKTY.
[epumM KpOKOM METOJIMKM € BU3HAUEHHS IMOJITHKH YIIPABIIHHS PU3UKAMU, IPU3HAUECH-
Hs BIAMOBiAAIBHUX OCI0, PO3MOIUT KIIOYOBUX POJiei 1 000B’s13KiB (Tadim. 1).

Ta0mums 1
Po3noodin knrovosux poneii ma 06086 ’s3kie

BinnoBinanbHuii nepcoHan O00B’A3KH

Oprasizanist y4aCHHUKIB IPYITH OMIHKH PH3HKIB

BracHuk miporiecy/BiIacHUK cUCTeMH | Y4YacTh B OLIHIOBaHHI PU3HKIB

Y3romKeHHs JOKyMeHTalii

InenTudikamis, aHami3 i OIIHIOBaHHSA PHU3WKIB I OE3IMEKH MAIEHTIB,
SIKOCTI IPOAYKIIi{ Ta IiJICHOCTI JAHUX

Po3pobxa 3axo1iB 11010 3HIKEHHSI PU3HKIB Ta IHCTPYMEHTIB KOHTPOJIIO
InenTudikamist, aHami3 Ta OLIHIOBAaHHS PH3UKIB, MOB'I3aHUX 3 JTOTPUMAHHSIM
HOPMAaTHUBHHUX BHMOT, CTAHAPTIB SKOCTI Ta MIATPHIMKOIO TTOMIiTHKN KOMITaHii

Excrieptu B npenmerHii
rajTy3i/KII0490Bi KOPUCTYBadl

JlemapramMeHT SKOCTi y cepi sKoCTI
Y4acTp B OIiHIOBaHHI PU3HKIB
3aTBepmKEHHS JOKyMEHTaIli
Hapmanns indopmarito po AIC
[MocravansHUK HajanHs KOHCYJIbTaNiil 3 MUTaHb YIIPaBITiHHS

Y4acTp B OIiHIOBaHHI PU3HKIB

HactynHum kpokoMm € ineHTH(ikalis pU3MKIB, Ka HEOOXIJHA Ul CTBOPEHHS MOBHOIO
nepeniky NOTeHIIHHUX pu3uKiB poekTy AlC.

Haii6ip111 yacTo pu3MK BU3HAYAIOTh K JOOYTOK 30MTKY Bijl pealti3allii 3arpo3u iHpopMmarii-
Hiii O6e3meri Ta KUMOBIPHOCTI 1i peasnizaiii. MareMaTHyHO MOYHA TaKOX BU3HAYMUTH y3araJIbHEHHM
MOKA3HUK PUBUKY Riowl, IKUH SBIISIE COOOI0 CyMY 1HMBIAYaTbHUX PH3UKIB R;, SIKI OOUMCITIOIOTHCS
K 100yTOK MOTEHIIIHOTO 30UTKY Bifl pealizaLlii morpo3u L; 1 AMOBIpHOCT!I i peanizarii p(L;).

R=LpL):
Rotal :ZR :

st oTpuMaHHs 3HadeHb L; 1 p(L;) MOXyTb OyTH BUKOPHUCTaHI1 CTAaTUCTUYHI Ta €KCIEPTHI
JIaH1, @ TAKOXX KOIITH MaTeMaTUYHOT'O MOJICITIOBAHHS.

HactynHuM eneMeHTOM METOIMKHM € Oe3nmocepefHid aHanli3 11eHTH(])IKOBAHUX PHU3UKIB.
Peanizanis uporo eramy nepeciinye aBi Metu. [lo-mepiie, 11e neTanbHe 0OrOBOPEHHs, OI[IHKA
Ta OIUC PU3UKIB, OTPUMAHUX Ha MMONEePEeIHbOMY eTall 11eHTU]iKallii pU3HKiB.

[o-npyre, Ha erami aHaNi3y PU3UKIB 3/IMCHIOETHCS PaH)KyBaHHS PU3HUKIB 3 TUM, 11100 BUII-
JIMUTH HAlOUTbII KPUTUYHI pU3UKH. PaHyKyBaHHS pU3MKIB Oy1yeThCsl HA CUCTEMI OL[IHKU HMOBIp-
HOCTEH iX peaizallii 1 Ha KOy, Ky MOe OyTH 3aIo/IisTHO MPOEKTY B pe3yJIbTaTi peasizaLii.

[Tin yac ananizy pusukiB kepiBHULTBO GMP EU «ICH guideline Q9 on quality risk
management» PEeKOMEHAYye BHUKOPHCTOBYBAaTH METOJl aHaJi3 XapakTepy HaciiKiB BIIMOB
(Failure Mode Effects Analysis). Meroa nae 3MOory BUBYAaTH CTYHIHb TSKKOCTI HACHiAKiB
BITHOCHOT MMOBIPHOCT1 BUHUKHEHHS BiIXWIEeHb. 3a gonomororo FMEA MoxHa BUSBUTH MO-
MEHTH, K1 € HalOUIbII MOTEHIIHHO HeOe3NMEUHUMH Ta pO3pOoOUTH BIAMOBIIHI A1 A1 BUOOpY
A 3 00pOOKHU PU3HKY, 11O JO3BOJIUTH 3HU3UTH PU3HK JI0 IPUHHATHOTO PIBHS.
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Koxna Hebe3neyHa cuTyallisi KIacu(piKyeTbesi 32 TpboOMa KPUTEPIIMU: TSDKKICTh HaCIiA-
KiB; IMOBIPHICTh BUHUKHEHHS; IMOBIPHICTh BUSBJICHHS (Ta0II. 2).

Ta0murs 2
Knacugpixayis pisnie msasxckocmi, iMo8IipHOCMI BUHUKHEHHS, GIPO2IOHICNb BUSEIEHHSL
Mxana IIxana AKicHOI OMIHKHN
KUIBKICHOI OLIHKH TsxkicTh ImMoBipHiCTH BHHHKHEHHS BusiBienns
10 L 3aBxxan € HHU3bKa
Karacrpodiuni Yacro (E) A Ay
9 Hemmnnyde Hwusbka
8 . € 9acTo OCHUTbH HH3bKa
Baxki Moxiuso (D) Ayx A =
7 Yacro Hwuxue cepennboi
6 . . MoxBo Cepenns
3HayHi Pinxo (C) - Pl -
5 BunankoBicTh Bumie cepeanboi
4 . . Yac Bixg yac He € BUCOKA
JHomyctumi MarnoiimosipHo (B) Aacy AR
3 Jyxe pigko Bucoxka
2 . [TpakTHYHO HEMOXKIIMBO € BHCOKa
Heznauni Hemoxxmso (A) P %[y)K
1 Hemoxmuso 100%-Be BUSBIECHHS

VY pesynbrari ineHTH]iKalil BUZHAYAIOTHCSA TUCKPETHI MOAll, sIKI MOKYTh BIUIMHYTH Ha
NPOEKT (BlAacHE PU3MKH), & TAKOX Jii, SKI MOXYTb 3pOOUTH PUHMKH OUIbIIT HMOBIPHUMH
(YMOBH PHU3HKIB).

3a pe3ynpTaTaMy BU3HAUEHHs SKICHOT 1 KUIBKICHOT OIIIHKY JJIsi KOXKHOTO PU3UKY, HE0OXi-
JTHO pO3paxyBaTd IMiJICYMKOBY OILIHKY PU3MKY 1 BU3HAYUTH PIBEHb, CTYHIHb 1 30HY PU3HKY
(tabn. 3). [lincymxoBa o1iHka pu3uKy (MR;) po3paxoBYeThCs 3a JONOMOTOI0 (POPMYJIH:

MR; =53y
ne MR;— miicyMKOBa OI[IHKa PU3HKY;
Si — TSKKICTh HACTIAKIB PU3UKY;

P; — iMOBIpHICTh BUHUKHEHHSI PU3HKY;
D; — BIpOT1IHICTh BUSIBJICHHS PU3UKY.

Tabmuns 3
Iumepnpemayis pe3yiomamis OYiHIOBAHHA PUSUK)
Ouinka MR | PiBenb pusuky | Cryninb pusuky | 30Ha pusnky Heo0xigHi 3axoqu
PexoMeHyeTBCS OIIHWUTH, SKi 3a-
N He3naunuit XOIW MOXHA peani3yBaTH 3 MiHi-
10+ 80 Huspxuit e M 3enena O MO Pealisys 3
(momycTHMUiA) MaJIbHUMH BHTpaTamMH. PU3HK Mo-
’KHAa HE BPaXxOBYBaTH
. . . 3axomu A1 3MEHIICHHS a0o ycy-
90 +290 Cepemniit CepitozHuit YKosTta L yey
HEHHSI PU3UKY
3MEeHIIEeHHS PU3UKY 000B’SI3KOBO.
300 + 1000 Bucoxknit Henpuitastanii UepBona |HeobOximna po3poOka mnporpamu
YIIPaBITiHHS PU3HKOM

Otpumanuii piBeHb PU3MKY JONOMAarae 30CEpeUTH yBary Ha TUX cdepax, ki HailOuible
CXWJIbHI 10 HeOe3neky. BoHn moBHUHHI OyTH PO3IIISIHYTI Y 3B 3Ky 3 TOJEPAHTHICTIO 10 PU3H-
Ky, SIKa BapllO€ThCA Bl KOMIIaHIi 10 KOMIaHIi Ha OCHOBI PI3HUX JIpalBepiB/MPOBIIHUX JIIHIN
MOBEJIIHKY O13HECY 1 HOPMATHUBIB.

[InanyBaHHS 3aX0JiB JUIsl KOHTPOJIO a0 3HMKEHHS PIBHS PU3UKIB € YEPrOBUM €TarioM
METOJMKH YIpaBiliHHsA pusnkamu. Ha nipoMy ertami BinOyBaeTbcs BHU3HA4YEHHs 1 BHOIp i,
CIPSIMOBAHMX HA HEUTpadi3alilo abo 3HMKEHHS PU3MKIB, SIKI € HAWOUTbII KPUTUYHUMU JUIS
MIPOEKTY, TAKOK BU3HAYAETHCSI IHCTPYMEHT KOHTPOJIIO 1 HEOOXIIHICTh MEPEOLIHKH B PE3YIlb-
TaTl BUKOHAHHS 3aX0/1iB 11100 3HIKEHHS PHU3UKIB.

Ha nipoMy etarni pekoMeH1ye€ThCsl BA3HAUUTH PE3YJIbTaT YIPABIIHHS PU3UKOM (TIPOrHO30-
BaHE 3HM)KCHHS CTYNEHs BIUIMBY Ha XiJ| peanizauii MpoeKTy 11eHTU(]IKOBAHOTO 1-T'O PU3UKY
SIK KIHIIEBUH T1ICYMOK HOro 00poOKH):
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ne P ll. — MIMOBIPHI BTpaTH BiJ IPOsIBY i-Ir0 HEOOPOOIEHOT0 11EHTU(PIKOBAHOTO PUBUKY;

s
P ll — MMOBIpH1 BTpaTH BiJl MPOSIBY 1-r0 0OpOOIEHOTO 11€HTU(IKOBAHOTO PUBHKY.
VIMoBipHi BTpaTu BiJ MPOSIBY 1-F0 PU3UKY BUPAKAIOTHCSA SIK:

ne P;— UMOBIpHICTh MaTepiaiizallii i-ro pusmKy;

E 4 — CKOHOMIYHUH 30UTOK Bl MaTepianizaiii pusHKy.

OcTaHHIM KIIIOYOBUM €JIEMEHTOM METOJIMKH € MOHITOpUHT pu3uKiB. Lleit etamn € 6e3nepep-
BHUM HPOTATOM ychoro >KUTTeBoro nukiy AIC. Byab-gki 3MIHM B MIPOEKTI, SIKi MOXKYTb BIUIU-
HYTH Ha PU3MKH, 1 BIUIUB PU3HKIB HA IPOEKT, TOKYMEHTYIOThCS 1 JISITal0Th B OCHOBY KOPUT'YBa-
JBHUX Jii, MOYMHAIOYM 3 €Taly aHali3y pU3UKIB. MOHITOPUHI PU3UKIB, SIKUM HEOOXITHO
MIPOBOJUTH MPOTATOM YCHOTO INPOEKTY, MOJISArae B CIIOCTEPEKEHHI 3a IHIAMKATOPAMHU PU3HKIB
JUIsL IPUMHATTA PILIEHb [0JI0 3aCTOCYBAHHS IUJIaHy JJO3BOJIY PU3MKIB. BXiTHUMU AaHMMU 1715
MIPOLIECY MOHITOPUHTY € CLEHapii pU3MKIB, TOPOTOBl 3HAUSHHS 1 IOTOYHUI CTAaTyC PU3HKIB.

BucHoBkM BinmoBiaHo 10 crarTi. Ynpoieci poOOTH Haj Li€l0 TEMOO OyiIM MpoaHaii3o-
BaHl HayKOBI Mpalll BITYM3HAHUX 1 3apyODKHUX aBTOPIB, IPUCBAYECH] MUTAHHAM YIPaBIIHHS
npoekTamu y cdepi iHGOpMaIHUX TEXHOJOTIH, METOIMKaM YIpPaBIIIHHS PU3MKAMHU Ta iX 1H-
Terpatii B mpoiec po3pooku iHGopMaliiiHuX pimieHb. Buxoasun iX nporo MoxHa 3poOUTH
BHUCHOBOK 1110 MpOLEAypa 3 YIPaBIIHHA PU3UKAMU JOCUTH INIMOOKO IHTETPYETHCS B CUCTEMY
yrpaBiiHHS KUTT€BUM HUKIOM AIC. TIincyMKoBUM pe3yibTaToOM CTajlo CTBOPEHHS YHi(iKo-
BaHOT HAYKOBOOOIPYHTOBAHOT METOUKH YIPABIIHHS PU3HUKAMH B IPOEKTaxX 31 CTBOPEHHS aB-
TOMATU30BaHUX 1H(GOPMAIIMHUX CHCTEM, IIO JO03BOJISE MIABUILUTH €(EKTUBHICTH BIPOBAI-
*KeHHs Ta excrutyaranii AIC, yHacniiok 4oro ycrmilHe NpoXoJ/DKEeHHs Mpoliecy Baifanii. Te-
OpEeTHYHI MOJIOXKEHHS CTAaTTI Ta OCHOBHI METOIOJIOTYH1 HAMpallOBaHHS MOXYTbh OyTH TpaHC-
(¢opMOBaHi y BIANOBIHI MPAKTUYHI PIIEHHS NEBHUX 3aBJIaHb, 110 CTOSATh Nepe MiIpUueEMC-
TBaMH, sIK1 31TKHYyNUCS 3 Baniganiero AIC.
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UDC 004.054
Sergii Medushevskiy

DEVELOPMENT OF UNIFIED METHODOLOGY
OF RISK ASSESSMENT IN THE PROCESS OF VALIDATION
OF AUTOMATED INFORMATION SYSTEMS

Urgency of the research. The intensity of the implementation of information systems in production processes and the
increasing complexity of the configurations of such systems is directly related to a certain set of risks, the main cause of
which is the vulnerability of information technology and systems. When the risk becomes unacceptably high, appropriate,
reasonable measures must be taken to timely identify the causes and reduce the risk or complete risk elimination.

Actual scientific researches and issues analysis. In recent years, the study of this problem has been carried out in many
scientific domestic and foreign works, in which different variations of methods and approaches to risk assessment were
proposed and tested in the design and operation of information systems of the corresponding complexity level.

Uninvestigated parts of general matters defining. All modern systems of analysis and risk management, both domestic and
foreign, rely on their rather subjective opinions of experts or allow the use of special questionnaires whose questions are often
compelled to meet incompetent individuals. Modern risk assessment techniques do not fully detect and adequately assess
possible risks in the design, development, implementation and operation of AIS in pharmaceutical industry.

The research objective. The purpose of the work is to develop a methodology for risk management projects related to the
development, implementation of validation and further support of automated information systems for pharmaceutical industries.

The statement of basic materials. In the article the step-by-step method of risk management in the process of validation
of automated information systems is presented, the scheme of distribution of key roles and responsibilities of the members of
the risk assessment group is presented. The classification of levels of severity, probability of occurrence and probability of
detection in terms of quantitative and qualitative assessment scale is considered. The principle of interpretation of the results
of risk assessment is proposed.

Conclusions. The final result was the creation of a unified, scientifically sound methodology for risk management in
projects for the creation of automated information systems, which allows to increase the efficiency of implementation and
operation of AIS, in consequence of which the successful passage of the validation process.

Keywords: automation; validation; verification; information system, design, risk management, quality.

Table: 3. References: 11.

VIIK 004.054
Cepeeui Meoywesckuii

PA3PABOTKA YHUO®UIIUPOBAHHON METOJUKHU OLIEHKA PUCKOB
B ITPOIECCE BAIMJAIIU ABTOMATHU3NPOBAHHBIX
NHO®OPMAIIMOHHBIX CUCTEM

Axkmyansnocms memul uccneooganusn. HnmencusHocms gneopeHuss UHGHOPMAYUOHHBIX CUCHEM 8 NPOU3BOOCMEEHHbIE
npoyeccovl U pOCM CLOACHOCMU KOHGUSYpayutl maxkux cucmem HANPIMylo C8a3aHO C ONPeOeNeHHOU COBOKYNHOCIbIO PUCKOS,
OCHOBHOU NPUYUHOU KOMOPBIX AGNAIOMCA YAZGUMOCIMU UHGOPMAYUOHHBIX mexHonoeul u cucmem. Koeoa puck cmanosumces
Henpuemaemo 601bUlol, He0OX0OUMO NPUMEHAMb COOMBEMCmeYloujie 000CHO8aHNbIE MePbl Ol C80EBPEMEHHO20 BbIAGNEHUA
NPUYUH U CHUICEHUS. YPOBHSL PUCKA UL NOTHOU TUKEUOAYUU PUCKA.

Ilocmanogxa npoonemovt. Omcymcemsue eounoll YHUGUYUPOSAHHON MeMOOUKYU OYEHKU PUCKO8 CIABUm noo y2po3y He
MONLKO NPOEKM GHEOPeHUs U BaTUOAYUU CUCTHEMbL 8 d U KA4eCmBo NpoOyKyuu, 1eroCmHOCIb OAHHbIX U 0e30NaAcCHOCHb Ol
KOHeuno2o nompebumensi.

Ananuz nocneonux uccnedoganuil u nybnuxkayuil. B nocieonue 200l ucciedosanus 0aHHOU npobiemsvl HPOBOOUTOChH
60 MHO2UX HAYYHLIX OMEYeCMBEHHbIX U 3apYOedCHbIX pabomax, 8 KOMOpuIX ObLI0 NPednodceno U anpoduposamno pasHvie
sapuayuu Memooux u no0xXo0bl K oyeHKe puckos npu paspabomxe u IKCHIYamayuu UH@OOpMayuoHHbIX CUCIEM COOMBEmCcn-
8YIOU€20 YPOBHSL CIONCHOCTHU.

Buloenenue neuccnedosannvix uacmeit oouieii npodnemsl. Bce cospemennbie cucmemvl ananu3a u ynpasnenus puckamu,
KaK omeuecmaennbvle, Max u 3apyoedichvle, ONUparomcs 8 ceoeil pabome Ha 00CMAMOYHO CYyObEeKMUGHbIe MHEHUSl IKCNEPIOE, WU
Jice 0ONYCKalom npumMeHeHue CReyuaIbHblX ONPOCHUKO8, HA B0NPOCHI KOMOPLIX YACMO BbIHYIHICOEHbI OMBEUamsb HeKOMNemeHmHule
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nuya. CospemenHbie MEMOOUKYU OYEHKU PUCKOB He NO3BOSAIOM 8 NOTHOM 00beme GblA8UMb U NO OOCMOUHCIBY OYEHUMb 803MOiC-
Hble pUCKU npu npoekmuposanuy, paspabome, eueoperuu u sxcnnyamayuu AUC na papmayesmuueckom npoussoocmee.

Ilocmanogka 3adauu. Llenvio pabomol sagnsemcs pazpabomxa MemoouKy ynpagienus puckamu NPOeKmos, CesA3aHHbIX ¢
paszpabomkoul, sHedpenuem ganuoayuell u HOCIeOVIoWUM CONPOBONICOHUEM ABMOMATMUIUPOBANHBIX UHPOPMAYUOHHBIX CUC-
mem Ons hapmayesmuiecKux npou3go0cma.

H3noscenue ocnosnozo mamepuana. B cmamve npedcmasnena nowiazo8as mMemoouxa ynpagienus puckami 8 npo-
yecce 6anu0ayuy ABMOMAMU3UPOBAHHBIX UHPOPMAYUOHHBIX CUCHEM, NPEONONCEHHAS CXeMA PACnpeoesieHUsl Kilo4eeblx po-
aeti u 0oA3anHOCmell Yl1eH08 epynnbl OYeHKU puckos. Paccmompena knaccuguxayus yposueti msaicecmu, 8eposimHocmu 603-
HUKHOBEHUSL U 8EPOSIMHOCIIU ODHAPYIICEHUS. 8 PA3Pe3e KONUYECMBEHHOU U KAYEeCBEHHOU WKAIbL oyeHusanus. TIpednoicen
NPUHYUN UHMEPNPEeMAayul pe3yibmamos OYeHKU PUCKOB.

Buigoost 6 coomeemcmeuu co cmamoeii. Hmozoevim pe3yniomamom Cmano co3oanue YHUQUYUPOSanHou HAayyHO-
060CHOBAHNOU MEMOOUKU YNPABGIEHUS PUCKAMU 8 NPOeKMAX N0 CO30AHUI0 ABMOMAMUZUPOBAHHBIX UHPOPMAYUOHHBIX CUC-
mem, 4mo no3eonsiem nogvicume dPpexmusHocms enedpenus u sxcnayamayuu AUC, 8 cnedcmeuu uezo ycneuinoe npoxo-
JicOeHIe npoyecca anudayuu.

Knroueevie cnoea: asmomamusayus; eanuoayus, eepuuxayus; UHGOPMAYUOHHAA Cucmema, NPOeKMuposaHue;
YnpagneHue puckamu; Kaiecmso.

Tabn.: 3. bion.: 11.
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