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CYBERSECURITY IN BANKING SECTOR. LONG-TERM PERSPECTIVE 

Nowadays, cybersecur ty s grow ng r sk re  for ll bus nesses. Over the p st ye r t h s 
become obv ous th t there re number of g ps n cybersecur ty protect on in the b nk ng sector.  

n ncre s ng mount of b nk ng t kes pl ce onl ne. B nks c n offer ncre sed ccess nd 
conven ence to customers bec use of th s d g t z t on; however, th s h s lso opened the door to 
ncre sed onl ne secur ty r sks. 

Cyber- tt cks c n t ke on m ny forms, b sed on the number of recent tt cks, t s f r to 
est m te th t m ny b nks re unprep red to de l w th m jor cybersecur ty tt cks, the most v v d 
ex mple w s the tt ck of v rus Pety  wh ch ppe red n July 2017 nd showed the terr ble 
we kness of Ukr n n cr t c l nfr structure nd f n nc l sector s ts p rt. n order to protect 
we need to cre te cybersecur ty str tegy nd mplement ts components ll over the country, 
nclud ng b nks nd f n nc l nst tut ons [1]. 

n effect ve cybersecur ty str tegy w ll nvolve dev s ng  comb n t on of defence, ssur nce 
nd res l ence. lthough outsourc ng cybersecur ty c n be of huge benef t, there needs to be  

r d c l ch nge of m nd-set cross the b nk ng oper t on l nfr structure n t ckl ng cyber-thre ts 
comprehens vely. Cybersecur ty should be ppl ed s  reported metr c – w th n expect t on of 
 cert n st nd rd on ll levels, dep rtments nd projects. t s not s s mple s s gn ng  contr ct 

w th  cybersecur ty f rm or buy ng the r su te of tools [2].  st nd rd sed, system t c ppro ch 
should be set n pl ce so th t e ch tt ck s not tre ted w th n d hoc procedure but w th  pre-

determ ned ct on pl n th t h s pre- lloc ted roles nd respons b l t es n the event of cyber-
tt cks.  

B nks h ve nvested s gn f c nt mounts of cybersecur ty spend ng over the p st few ye rs. 
However, the r sk exposure h s been grow ng t  f ster p ce th n th s nvestment. n other 
words, the g p between the nvestments n technology, l bour nd processes des gned to m t g te 
cybersecur ty vulner b l t es nd relev nt thre ts s w den ng.  

Tod y, the ntense compet t veness of f n nc l serv ces dem nds  const nt se rch for cost-
effect ve w ys to mprove perform nce nd del ver new, nnov t ve products nd serv ces to 
meet customer dem nds wh le ret n ng loy lty nd trust. However, s f n nc l serv ces 
org n z t ons forge new n t t ves to dr ve bus ness growth they re n v g t ng  l ndsc pe 
m rked by numerous ch llenges. 

The underground f n nc l fr ud commun ty h s become ncre s ngly org n zed, f c l t t ng 
n exp nded re ch. Troj ns t rget ng f n nc l nst tut ons h ve become one of the most 

prev lent thre ts on the nternet tod y. s reported n the 2014 Sym ntec St te of F n nc l 
Troj ns report, the number of f n nc l Troj ns dropped by 53 percent n 2014. ndro d b nk ng 
Troj ns, such s the ndro d. B nk ng Troj n, spec l ze n ste l ng b nk ng nform t on by 
ntercept ng SMS mess ges nd cont nue to m ke the rounds[3]. 

Internet banking s t the core of b nk ng – n f ve ye rs, three of every four customer 

nter ct ons w ll be onl ne or mob le. F n nc l f rms know they must move to mob le pl tforms 
or r sk los ng n ent re gener t on of consumers to new, d g t l-n t ve st rtups. But loc t on-

ndependent dev ces open  new set of secur ty vulner b l t es, such s: 
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- Untested or nsecure ppl c t ons on mob le dev ces th t m y le k d t  or be vulner ble 
to m suse or tt ck. 

- n dequ te uthent c t on on dev ces nd networks, gr nt ng un uthor zed users ccess 
to d t  stores. 

- ncons stent protect on of nform t on on employee dev ces, customer dev ces, nd 
comp ny-owned dev ces used n br nches nd elsewhere. 

To prevent and predict cyberattacks, banks need to introduce and develop the following 

protection methods and technologies [3].  

1) Strong uthent c t on nd cert f c te m n gement cross dev ces, ppl c t ons nd users, 
nclud ng mult -level ccess control by dent ty nd role nd exp ns on of customer ccess controls. 

2) D t  protect on solut ons on sh red dev ces, for ex mple t blet computers used by st ff nd 
customers t br nch off ces. 

3) Two-f ctor uthent c t on opt ons for h gh-v lue or h gh-sens t v ty tr ns ct ons, or 
v l ble s  customer benef t. 

dv nced uthent c t on offers much gre ter protect on th n tr d t on l secur ty nd nt -

fr ud ppro ches.  key dv nt ge s th t t s nd v du l zed for e ch user, nd s  result res sts 
the ndustr l-style utom t on th t ch r cter zes m ss tt cks. More th n just dent ty 
m n gement, dv nced uthent c t on methodolog es mon tor users‘ ttr butes nd beh v ors to 
keep mposters from ccess ng nfr structure nd d t .  

utom t on of secur ty response nd m t g t on processes h s l gged beh nd mon tor ng nd 
lert ng, but s due for  ch nge. Once feeds, log d t  nd hum n ntell gence re comb ned nto 
 soph st c ted thre t detect on nd d scr m n t on mech n sm, the st ge s set for utom ted 

response. For ex mple, upon dent fy ng  b d ctor by P, URL or ny other secur ty control, n 
utom ted solut on could not only block the ct v ty nd send n lert, but lso sol te the 
ffected system from the network, m ge the system for forens cs, rebu ld t to  known good 

st te nd br ng t b ck onl ne. 
F n nc l f rms collect enormous volumes of secur ty nform t on, nclud ng endpo nt nd 

network dev ce logs, sset d t b ses, user d t  nd much more. Modern d t -m n ng nd 
v su l z t on techn ques, cceler ted by rules-b sed eng nes nd m ch ne-le rn ng lgor thms, 
h ve the potent l to dent fy h gh-r sk outl ers w th sens t v ty unknown tod y. Tr d t on lly  
l bor ntens ve process, cybercr me n lys s w ll ncre s ngly lever ge the use of B g D t  [4]. 
The use of powerful, re l-t me n lyt cs cross mult ple d t  sets – both structured nd 
unstructured – w ll v stly mprove the qu l ty nd speed of re l-t me cyber thre t n lys s wh le 
gre tly reduc ng over ll cost. 

Confronted w th str ngent regul t ons nd fr gmented l ne-of-bus ness oper t ons nd pressured 
by ncre sed compet t on nd ch nges n consumer expect t ons nd beh v or, f n nc l serv ces 
f rms need to adopt new str teg es n order to nnov te nd modern ze. F n nc l nst tut ons re 
look ng to t ke dv nt ge of mob le, cloud, soc l nd other techn c l trends n order to re gn te 
growth nd bu ld customer trust, but must contend w th evolv ng nd ncre s ng complex cyber 
thre ts. T Secur ty pl ys  str teg c role n prov d ng the cover th t f n nc l serv ces f rms need n 
order to conduct bus ness eff c ently nd securely. By forg ng strong secur ty nd r sk m n gement 

progr ms, T Secur ty empowers f n nc l f rms to nnov te nd compete w th conf dence. 
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SOFTWARE AND ALGORITHMIC SUPPORT FOR WORKING WITH CELLULAR 

AUTOMATA  

The primary objective of this work is the allocation of a fixed size timber on 3D cubes, which 

then will be used for distribution in 2D neighborhood von Neumann. For the distribution of 

lumber, it is necessary to take into account a number of rules, among which: 

- It is necessary to divide the stack on a certain number of lumber, which will be divided 

into 3D cubes of the same size. 

- The number of 3D cubes is limited and is determined by the cutoff density that is given in 

advance. 

- The cut density should be sufficiently small to ensure that there are enough 3D cubes in 

the depth of the lumber. 

In order to comply with the above rules it was decided to cut the lumber according to the 

scheme of uniform section with identical parts. The selected lumber has the following 

dimensions: height and width of 100 mm, and length 1 m.   

Further, according to the developed software 

application, the form of which is shown in Figure 1, 

the calculation of the number and size of 3D cubes 

was performed. Consequently, with such dimensions 

of the lumber can be built 3D cubes, which can have 

15 different sizes of external facet. If we take the 

largest dimension of the facet, which is 100 mm, then 

we will have only 10 cubes, which of course is not 

enough. 

 
Fig. 1  View of the software 

application that is used to calculate the 

number of required 3D cubes 

When selecting the size of facet at 0.25 mm, we get 640 million 3D cubes, the calculation of 

which, even on powerful computers take long. That is why it was decided to select 3D cubes, the 

outer edges of which have a size of 20 mm. With such dimensions of external facet, the total 

number of 3D cubes will be 1250 pieces. After calculation of the required 3D cubes were made 

the timber section of a given size. This process is fully automated and was achieved by using 

developed software application that uses capabilities of the SolidWorks API.  

The following parameters that will be assigned to 3D cubes include: Height, length and width 

are given according to the size of created 3D cubes, for example, 20 mm; Wood species; Initial 

temperature and humidity. If they are different, then it is necessary to uniform distribution along 

the length of a given timber. The rest of the initial parameters are transmitted to the airspace 

surrounding the stack. Air space similarly will be presented as an array of 3D cubes of the same 

size. This representation will allow us to calculate a mathematical model that serves to change 

the parameters of the drying agent in space and time. 

Consequently, when we having 3D cubes, it is necessary to make their transformation in order 

to represent them in the form of 2D squares. This step is very important and necessary, because 

with this transformation we will be able to use cellular automata.  

To represent cellular automata, we can use one of the two most popular 2D nodes, namely 2D 

Moore's area and 2D Von Neumann Fields. If we talk about the Moore countryside then it 

represents a set of eight cells on a square parquet, having a common vertex with this cell. In turn, 
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