Martepianu i MmeToau. Sk mokasaB monepenHiii aHali3, iICHYIOUi CHCTEMH MAfOTh IEeBHI HEIOMIKH (TaOIUIIsL
1), Taki sSIK: MOXJIMBICTh peecTpallii TUIbKH BCIEIO IIKOJIOK, BIZICYTHICTh CUCTEMH NOBIIOMIICHB, iIH(pOpMaIliiiHa
MepeBaHTAKEHICTb, BIJICYTHICTh 0araTOMOBHOCT!I.
Ha ocHoOBI aHaui3y 1IMX Ta JAESKUX 1HIIAX HEJOJMIKIB OyJI0 BUPILIEHO pO3POOUTH HOBY CHCTEMY OIIEPAaTHBHOTO
KOHTPOJIIO YCHIITHOCTI YYHIB y IIKOJII, KA JOMOMOKE BHPIIIUTH TaKi MUTAHHSI:
e BeneHHs enekTpOHHOI 3BITHOCTI YCIIXiB JUTHHH

° KOHTpOJ'II) BHUKOHaHHA [[OMaH_IHiX 3aBJlaHb Ta YCHiXiB JUTUHU

e [H(popMOBaHICTh OATHKIB PO MIKUIEHE XKUTTS AUTHHU Ta BAXKIIMBI MOIT

e  BinoOpaxeHHs miarpam ycCIiIIHOCTI

e [lpoctuii Ta 3po3yminuii inTepdeiic kopuctyBada

e bBararomoBHwuii iHTEpdEtic

[ MO:KIHBICTh BIPOBAPKEHHA CUCTEMHU B OKPEMHUX KJlacax

Tabmuus 1
Ananiz cucmem-ananocie
DynKii shodennik.ua e-schools.info www.ukrschools.com.ua smls.com.ua Bunacua
Ta XapaKTEePUCTHKH cucrteMa

Cucrema CIOBILIIEHB TIPO - - - o +
LIKUTBHI TTOAIT
BaTbKiBChKil KOHTPOIb a3 + - + +
AKTyalbHbII User + - + + +
friendly inTepdeiic
Cucrema 3BITHOCTI - - - - i
Mo>KIIHBICTH - - - - +
KOPHCTYBaHHS y
OKpEMHX KIIacax
JiarpamMu yCHinrHOCTi - - + - +
bararomoBHicTh - - - F T

3aBIaHHS,AKI TOCTAIOTH ITEepe]] pO3POOHIUKOM MPOEKTY:
e  Bubip PHP ¢peiimBopky mis cTBopeHHST Web-I0oIaTKy;
e  YcTaHOBKa Ta HAJIAIITYBaHHS;
e Po3pobka web-10aaTKy 3 ypaxyBaHHSIM 0COOINBOCTEN PpeiiMBOPKY;
e  Po3poOka inTepdeiiciB koprcTyBaya .
Pe3yabTaTu. 32 0CHOBY MU 00pain ppeMBOPK 3 BiIkpuTHUM Koj1oM Laravel. OCKiIbKH BiH BIAMOBIZa€ TAKUM
XapaKTEepPUCTHUKAM:
e HaspHicTp BOymoBaHMX (QYHKLIH , Takux sK: ayTeHTUQIKallid KOpHCTyBaya, MapIIpyTH3aLlis,
KeIITyBaHHSI, Ta iHIIIi;
MOo>KIHBICTE TOTIOBHIOBATH BIACHUMH (DYHKITISIMI,
Jlerkwii Ta 3pO3yMiNnii CHHTAKCHC;
MoxmuBicTh iHTETpalii 3 CTOpOHHIMH IIaTdhopMamu Ta 610ioTeKamMH;
[omymsapHicTs .
Juts po3poOku web-1ogaTky M 00paiy Taki iIHCTpYMEHTH:
e  Mogu mporpamysanss PHP, JavaScript
e  basm manux MySQL
e Dompdf - st popmyBaHHS eneKTPOHHOT 3BITHOCTI

VK 004.056.5
CUCTEMA MOJIEJTIOBAHHSI CLIEHAPIiB B3AEMO/I1i YYACHHUKIB KIBEPIIPOCTOPY

PoBuuk O.C., ctyn. rp. [TI-151,
Tpynosa O.B., x.1ieq.H., TOIEHT
YepHiciecbKkuili HAYIOHATbHUL MEXHONO2TUHUL YHIgepcUumem

3abe3neueHHs 3aXUCTy iHpopMallii B KibepnpocTopi B TaHUI Yac € OTHUM 3 TPIOPUTETHHUX MUTaHb OE3MEeKH
JIep>)KaBH, caMe TOMY BOHO € aKTyaJbHUM Ta BRKJIMBUM JUIsl KOXKHOTO TiIIPUEMCTBA 1 OpraHizarii.
27 uepBHst 2017 poKy, IeHb, IO CTaB «YOPHUM BIBTOPKOM» JUIsl KibepOe3neku Hamoi kpainu. [IpoTtsarom
OHOTO JaHS KoMITroTepHHi Bipyc «Ransom:Win32/Petya» arakyBaB NpHBaTHHM 1 Aep>KaBHUI CEKTOPH
eKOHOMIKM YKpaiHH, 30KpemMa OaHKH, aepolopTH, JEepXKaBHY 3aJi3HWYHY KOMIIaHIIO, TeJIEKOMIaHii,
TEJIEKOMYHIKaIiiHI KOMIaHii, BEIMKI MepeKeBl CylepMapKeTH, eHepreTH4Hi KOMIIaHii, nepskaBHI QickanbHi
CITy>KOH, OpraHd Jep>KaBHOI BIIAAH i MICIIEBOTO CaMOBPSITyBaHHA i T. 1. BipycoM Oyim BpakeHi TaKoX IPHBATHI
Ta JIep>KaBHI Cy0’ €KTH IHIINX JepiKaB, ajie (paxiBIli B IIii raly3i CXOQIThCA B TOMY, [0 HAWOLIBIIE MOCTpaXKaana
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VYkpaina. Cioyx0oro Oesrmekn YKpaiHu Oynu MpUHAHATI MipH, sKi Oyii CHpsSMOBaHI Ha 3aXHCT ENEKTPOHHUX
pecypciB, BIIHOBJICHHs pOOOTH 3aKIIa/IiB Ta CIIYXk0, MOLIYKY KiOep3IOUHHIIB.

Jnst koHTpoJr0 KibepOesneku Ta 3amobiraHHs Kibeparak, aHai3y PU3WKIB Ta KPUTHYHHX CHUTYyallid
e(peKTUBHHUM € 30ip CTATUCTHYHHX JaHUX, MOZACTIOBAHHS TAKUX CUTYaIllil Ta po3poOKa cTpaTerii Ajsl yCHIIHOTo
3axXHCTY BiX KibepaTaxk.

BaxnuBUM THTaHHSM € CTBOPCHHS CHCTEMH MOJCIIOBAaHHS CIIEHApiiB B3a€MOJii  y4YacHHKIB
KiOepIpoCcTOpy, SIKa Mae CTaTH BaXIHBUAM 3acO00M B MPOIEC MOJCTIOBAHHS KPUTHYHHX CHUTYAIlill Y HAMPAMKY
KiOepOe3neKkn, CTBOPEHHS MOJENi NPUHWHATTS pilleHb JUId YYacHHWKIB KiOeprpoctopy. s mporo motpiOHO
BUPIIIUTH TaKi 3a7a9i:

— [pOaHaJIi3yBaTH iCHYI0Yi aHAJIOTH 1 BU3HAYNTH apXiTEKTypy CTBOPIOBAHOI CHCTEMHU;

— o0TpyHTYBaTH BHOIp i 3aCTOCYBaHHSI OKPEMHUX KOMITOHEHTIB CHCTEMH;

— pO3pOOUTH TIPOTpaMHe 3a0e3TIeUeHHS CUCTEMU;

— PO3pOOUTH MOJYJTi ISl CTBOPEHHS Ta BUPIILICHHS! KPUTHYHUX CHTYAIIiH.

B pamkax mocmipkeHHs BHsBIEHO, 1o nporpamu Infection Monkey, Thretcare, Caldera, naioth 3mMory
MOJIEIIIOBATH aTaKH, ajie MOJAETIOBAHHS € CTATHYHHM, TOOTO 0e3 ypaxXyBaHHs NPUHHATTS Ta 3MiHU pillIeHb CTOPIH,
AKi MpUiMaloTh ydacTh y monemoBanHi. [Iporpama Tabletop Simulator xou i H03BONSIE OLIHUTH B3aEMOIIIO
YYaCHHKIB, aJie He Ma€ IHTErPOBAHKX IHCTPYMEHTIB /IS MOJICTIOBaHH caMe Kibeparax.

CTBOpIOBaHa CHCTEMa Ma€ JOCTaTHbO CKIIAIHY apXiTeKTypy (AuB. puc. 1) 1 CKIIQIAEThCS 3 JEKUIBKOX

araparHux Ta NporpaMmHux KOMITOHEHTIB.
cmp Component Model /)

T [N P T iy Classeses g

PoolManager cs R

Races.cs

MainLogic.cs

Animation.cs

v |

\ Units.cs

Map.cs

~ tems.os
Pointes

History.cs . ~ Sound dil

Settings settings Prefabs.prefab Resources resx Scene unity Components. unity Data dil

Puc.1. diaepama xomnonenmie cucmemu

[Mporpamunii iHTepdeiic ckimagaeTbcs 3 ABOX YAaCTWH: MEHIO KOPHCTyBada Ta NPOCTIp BimoOpaKeHHS
mozeni. OnuH 3 yY4aCHHKIB CTBOPIOE MOJIENb Ta CIICHAPii KPUTHYHOI CUTYyamii. [HIT y9aCHUKY CHITEHIMH TisTMHI
TTOBWHHI 3HAWTH BUPIMICHHS MPOOJIEMH 32 TICBHUI Yac Ta OOMeXeHy KiIbKIiCTh it (xoxiB). [IpaBuia, HeoOXimHi
JUTS MOJICITIOBAaHHS, MOBHMHHI OyTH ONFCaHI B MOIYII, SKUH BHUKOPHUCTOBYETHCS UIS CTBOPEHHA Momenmi. Y
3aJIOKHOCTI BiJl IPUHHATUX pillleHb 000X CTOpIH pe3ylnsraroM Oyne mepemora abo arakyrodoi CTOpOHH, abo
CTOPOHH 3aXHCTY.

[Tporpamue 3a0e3nedeHHs po3po0IIF0BaHOT CUCTEMH TIOBUHHO MaTH yHiBepcallbHHUI 1HTEp(eiic, MOIyIbHY
CTPYKTYpY AJIs JOJIaBaHHsI HOBUX MOJYJIiB, IOBUHHE 3a0€31euyBaTy MOXKIIUBICTh 30epiraHHs JaHUX CTBOPIOBAHOT
MOZIET.

Jist cTBOpeHHst cuctemMu Oyiii 0OpaHi HaCTYITHI TeXHOJIOT:

- Unity 2017 — rpadiunuii pymiit [uisi CTBOPEHHS iHTepdelicy cucremMu;

- Photon — cepBic a1 CTBOpeHHS 0araTOKOPHUCTYBAIbKUX JOMATKIB;

- MOBa nporpamyBaHHs C#

OCKiBKH IJIT MOJIENIOBAHHS CHTyalliii BaXJIMBHM € HE TUTBKM (yHKIOHaN, a me # rpadiune
BimoOpaxenns, Unity € rapHAM 3acO00M [UIs CTBOpeHHS iHTep(eiicy Ta TpadidHOTO MpencTaBIeHHS MOMIETII.
CrBopenss npedabdiB Ta MOTYIEHUX 00’ €KTIB B3aEMOIii TaCTh 3MOTY €()EKTHBHO BUKOPHCTOBYBATH 3aCO0M LIS
MozemoBaHHs nofii. Cepsic Photon ae 3Mory cTBOproBaTH CeaHCH JIIst IPOBENICHHS CECIi, /16 MOXKYTh IPUHMATH
yuacTh JAekinbka ydacHukiB. Ockinbku Unity Mae TicHy iHTerpauito 3 Photon, To Takuit Bubip € nouinsaum. s
HaIMCaHHs MOAYJIIB clieHapiiB oOpana MoBa C#. O0’€KTHO-Opi€EHTOBaHA MOBA J]a€ 3MOTY YITKO OIKCATH MpaBHiIa
CIIeHapiiB, po3pOOUTH MOJENb Ta MIAKIIOYUTH 10 rpadidHoro Moayns, ocKilbkn Unity BUKOPUCTOBYE CKPHIITH
came Ha MoBi C# 11 kepyBaHHs Tpadikoro.

[TpuHOMIHM, BTIJICHI y 3ampONOHOBAHOMY 3aCTOCYHKY, MOXYTh OyTH BHKOPHUCTaHi /IS CTBOPCHHS Ta
MO/IJIBIIIOTO aHaJli3y Kibeparak sl 3amoOiraHHs Ta Iepef0avyeHHs KPUTHYHUX CHUTYalliil sIKi BUHUKAIOTH y
kibeprpocTopi. Ilonanema pobora Moke OyTH CIIpsSMOBaHa Ha CTBOPEHHS HOBHMX MOIYJIB, 30KpeMa po3poOri
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HOBHUX CIIOCOOIB B3a€MOIii MiX YJYaCHHKAMH, TOHABaHHS Ta MIATPUMKY pIi3HHX MOB, OCKUIBKH TIPOOIIEMH
Kibep3axucTy € npodiieMaMH CyCIiJIbCTBA BILIOMY.
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UDC 004.738.5 : 004.77
ADVANTAGES AND DISADVANTAGES OF INTRODUCING IOT DEVICES

Skliarova D.Y., student the group CE-162 ,
Svetenok L.K., senior lecturer
Chernihiv National University of Technology (Chernihiv, Ukraine)

The Internet of Things (IoT) is a network concept consisting of interconnected physical devices that have
embedded sensors as well as software that allows transmission and exchange of data between the physical world
and computer systems by means of standard communication protocols. In addition to the sensors, the network may
have actuators built in physical objects and interconnected via wired or wireless networks.

The main concept of [oT is the ability to connect all kinds of objects (things) that people can use in their
everyday life, such as refrigerators, air conditioners, cars, bikes and even sneakers. All these objects (things) have
to be equipped with built-in sensors capable of processing the information received from the environment,
exchanging it and performing various actions depending on the information received. [1].

According to Statista, over 23.14 billion devices are connected worldwide using IoT technology. Figure 1
shows the number of connected devices (IoT) worldwide from 2015 to 2025. By 2020, the installed base of IoT

devices is forecast to have reached almost 31 billion worldwide. [2]

80 75,44

62,12

51,11

42,62

0 35,82

26,66
2314
20,35

20 54 17068

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Figure 1. The statistics of connected IoT devices

3 ways of interaction with the Internet things are direct access, access through gateway and access via
server.

In the case of direct access Internet things must have their own IP addresses or network alias, accessible
from any client application and they must perform the functions of a web server. The interface with such things
usually looks like a web resource with a graphical interface controlled by a web browser.

If Internet things do not have built-in support for IP and HTTP protocols, but support private protocols,
such as Bluetooth or ZigBee, a special Internet gateway can be used to interact with them.

The third form of interaction of devices in IoT via server implies the presence of an intermediary between
Internet things and a user and can be implemented with the aid of an intermediary data platform. This approach
assumes the presence of a centralized server or a group of servers the main functions of which include receiving
messages from the Internet of things and transferring them to users, storing and processing the received information
and providing a user interface with the possibility of two-way exchange between the user and the Internet thing.

A complete system of interaction is displayed in figure 2.
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