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JTOCJII)KEHHS TEXHOJIOT'TA TYHEJIIOBAHHSA
B CYUACHHUX KOMIT'IOTEPHUX MEPEXAX

YV ecmammi nasedeno pesynvmamu HANIGHANMYPHOLO MOOETIOBAHHSL MEPENCEBOT CUCMeMU MA AHANI3 BUKOPUCIAHHS C)-
YACHUX MEXHONOCIT CMEOPEHHsl KOHDIOeHYITIHUX KAHANI8 36 A3KY (MYHenig) y nyOniuHux ma npusamuux KOMn 1omepHux mepe-
arcax. J{ocniodncenHs nposedeHo 3 Memoio 8UAsIeH s 0COONUeoCmell peanizayii ma 6UKOPUCMAHHI RPOSPAMHO20 3a6e3nedeHHs
30 YMOBU BUKOPUCIMAHHS PI3HO20 anapamuozo 3abe3neueHHs 6i0oMo20 eupobHuka mepediceso2o obraonanns Mikrotik. Busie-
JIeHO 0cOOUBOCMI PI3HUX MEXHONO02IT MYHENI0B8AHMNSL, WO BUKOPUCTIOBYIONbCS 6 MEPENCeBUX NPUCMPOSX 3 ANAPAMHUMU 3ACO-
bamu wugpysanmns, ma HA0aAHO peKoMeHOAYil Wooo iX BUKOPUCTAHHAL.

Knwwuoei cnosa: xomn 'romepna mepesca; mynens, wugpysanns, kougioenyiinicms, WireGuard; IPSec; GRE, L2TP;
Open VPN; EolP; ISP,

Puc.: 8. Tabn.: 1. bion.: 9.

AKTYaJIBHICTh TeMH Aoc/igKeHHs . CydacHi KOMI FOTEPHI MEpPEXi € TeTePOreHHUMH, 110
BUKOPHCTOBYIOTh Pi3HI TEXHOJIOTIT Ta KaHaJIU 3B’ 513Ky. KoprniopaTtuBHa Mepexa miAnprueMCcTBa €
CYKYTHICTIO BHYTPILIIHIX Ta 30BHIIIHIX KaHAJIB 3B’A3KY, IO MOEJHYIOTh YACTHHH IIi€i KOPITO-
patuBHOi Mepexi. [Tutanns koHdineHuiiHoOi nepenayi iHdopMallii B TaKUX Mepexax € akTya-
JBHUM. 3MIHHU Y CBITI, 110 IPUBENH /10 301JIbIIEHHS YaCTUHU MpaliBHUKIB [ 1; 2], 1110 mpaiooTh
y BiJ1ajgeHoMy (opmari, € OHUM 13 HaKTOPiB, 1110 AKTUBHO CIIPUSE BIPOBAPKEHHIO 30BHIIIHIX
3aXMIIEHUX KaHaJIB 3B’SI3Ky 3 1HQOpPMalLIHHUMU CUCTEMaMU Ta MiJICCTEMaMH, 1110 nepeOyBa-
I0Th y BHYTPIIIHIN PUBATHIN 4aCTHHI KOPIIOPAaTUBHOT Mepexi. BuMoru, 1110 BUHUKaIOTH niepes
BUPOOHHWKAMU MIPOTPAMHOTO Ta arapaTHOTO 3a0€3IEYECHHsT KOMIT IOTEPHUX MEpEX, MPUBOAITH
710 BIIPOBA/XKEHHSI HOBUX MPOrPaMHMX Ta alapaTHUX peasli3aliid MeTO/iB 1 MepeKeBUX POTO-
KOJIiB KOH(]11eHIHHOT nepenadl iHpopmaii [3].

ITocTanoBka npodiaemu. BukopucTtanHs 101aTKOBUX 3ac001B MK(pyBaHHS 103BOJISIE 3a-
0e3neunTy KOH(DIIEHIIHHICTD 3B’ 3Ky, ajle IPU IbOMY BIUIMBAaIOTh HAa IPOAYKTUBHICTb CUCTEM
U(POBOTO 3B’SI3KY: 3aBAaHTAKEHHsI KaHAIIy CIy>KOOBUMH JTaHUMHM, 3aTPUMKH, HaBaHTAXKEHHS
Ha [EHTPANbHUI 00YMCITIOBAIbHUN MOMYJIh MEPEKEBOTo 00NaHaHHs. BrpoBakeHHs Ta BH-
KOPHCTaHHS HOBUX TEXHOJIOTIYHUX PIIIEHb y CUCTEMax 0e3MepepBHOrO UKy BUMAraroTh Ii-
JIBUIIIEHOI yBar JI0 TUX 3MiH, III0 MOKYTh HETaTHBHO BIUIMHYTH Ha POOOTY CHCTEMH 3arajioM.
Oco06aMBO 11€ BaXIINBO JUI CUCTEM KPUTUYHOI IHPPACTPYKTYpH.

Jjis 3MEHILIeHHsI PU3HKIB, OB’ SI3aHUX 13 BIPOBAKEHHSIM HOBHUX pIIIEHb Y CUCTEMU 0€3-
NEPEePBHOTO LUKITY, HEOOXITHO MPOBECTH aHaJli3 Ta OL[IHUTH BIUIMB Ha OCHOBHI XapaKTepHC-
THUKU CHCTEM.

AHaJti3 ocTaHHIX J0c/iIKeHb i myOmikanii. Ha cborozHi icHye BenHKa KiTbKiCTh Mepeke-
BUX IPOTOKOJIB, 3@ JOIIOMOTOI0 SIKUX MOXKIMBE CTBOPEHHS TyHENIB SIK KOH(DIASHIIMHNX, TaK 1 Ta-
KUX, 1110 TIepeIatoTh iHpOopMaLlito y BitkputoMy BUIIAI [4]. TyHem BUKOPUCTOBYIOTHCS HE TUTBKH
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JUTS 3a0e3neueHHsT KOH(1ISHITIHOTO 3B’ 513Ky, a JIsl 3a0e3MeueHHs )KUBYYOCTI KOMIT FOTEPHHUX Me-
pex [5]. CydacHe MepekeBe 00IaIHaHHS — 1€ JOCTaTHBO CKJIA/IHI POrpaMHO-anapaTHi CUCTEMH,
10 MATPUMYIOTh 0araTo CTaHAapTiB Ta MPOTOKOIiB. HuHI BimoMuii BUpOOHUK MEpEXeBOro ooma-
naanHas MikroTik onoBuB omepariiiiny cucremy RouterOS 1o Bepcii 7, 1€ OCHOBHOIO 3MIHOIO €
BUKOPUCTAHHS OHOBJIEHOTO spa Linux Bepcii 5.6.3, 1110 103B0JIsIE BUKOPUCTOBYBATH MaplIpyTH-
3aTopaM JIeKiIbKa BapiaHTIB CTBOPEHHS 3aXHILEHUX 3’ €HaHb [3; 6].

BuaijieHHs1 HeTOCTiPKEeHNX YaCTHUH 3arajibHOI mMpodJjeMu. Y CydaCcHUX JOCIIKEHHSIX
OCHOBHY YBary NpHIUISIOTH aJroputMaMm Mmm@pyBaHHS a00 MPOTOKOJIAM TyHENIOBaHHS 0e3
ypaxyBaHHSI 0COOIMBOCTI MPUCTPOIB, IO iX peani3yroTh. Y pa3i peasizailii 3a T0OMOTrol 00-
JagHaHHS 200 HANiBHATYPHOTO MOJIEIIIOBAHHS HE OI[IHIOIOTH BIJTMB BUKOPHCTAHUX MPOTOKOJIIB
Ha XapaKTepUCTUKH Mepexi [7].

Mera pociaix:keHHsi. MeTOIO CTaTTi € PO3BUTOK HANiBHATYPHOTO MOJICIIIOBAHHS POOOTH
KOMIT IOTEPHUX MEPEX Ta 1HIIMX MEPEKEBUX CHUCTEM, SIKUH MO)KE€ BUKOPHCTOBYBATHCS B HaB-
qanpHOMY Tiporieci [8] Ta BupoOHUYMX cucTeMax. Pe3ynpraroM MoJEfOBaHHS € KUTbKiCHI 1MO-
Ka3HHUKH MPOTyKTUBHOCTI MEPEKEBOT0 00IaIHAHHS Ta KaHATIB 3B S3KY.

BukJjaa ocHoBHOro marepiaJy. HamiBHaTypHe MOAETIOBAaHHS — 11€ MOJICITIOBaHHS 3 pea-
JBHOIO anapaTryporo, MpH SKOMY YaCTHHA CUCTEMHU MOJICTIOETHCS, a PEIITa YaCTUHU € peallb-
HO0. 3aCTOCYBaHHS TAKOTO METOY MOJICITIOBAHHS CTa€ HEOOXITHUM y TUX BUIA/IKAX, KOJIH HE
BIA€TbCS OMHUCATU POOOTY ACSIKUX €IEMEHTIB CHCTEMU MaTeMaTH4Ho [9].

JJiss MOzt TFOBaHHST KOPIIOPATHBHOI MEPEKi BUKOPHCTAHO peasibHe 00 IHAHHS Ta MiXKMi-
ChKi KaHaJIM 3B 3Ky MpoBaiinepiB. [Jis OTpUMaHHS TOYHUX KUTbKICHUX XapaKTEPUCTUK TyHe-
JiB, TOOYTOBaHHUX 3 BUKOPHCTAHHAM PI3HUX MEPEKEBUX MPOTOKOIMIB, 1HII BUIU TpadiKy Kop-
MOpPAaTUBHOI CHCTEMH NPUMMAIOTBCA pPIBHUMHU HYJIKO, TOOTO MaioTh OyTH BIiACYTHI.
3anmponoHOBaHa HaIliBHATypHA MOJIENb 3 HAAIITOBAHUMU iHTEepdeiicaMu HaBe[eHa Ha puc. 1.

{06 pe3ynbraru Oyiau 00’ €KTUBHUMHU, Y TECTOBIHM cxemi 3 000X KiHI[IB BCTAHOBIIEHO 001a-
naanHas MikroTik hAP ac2, y sikomy HasiBHHI anapaTHUi 9in mudpyBaHHsA. SIK mporpaMmHe
3a0e3mneyeHHs] MapupyTu3aropiB Bukopuctano RouterOS v.7.1. Ogne 3 10JaTKOBUX MHUTAaHb,
K1 JOCIIJKYIOTBCS, € B3a€MO/IisI allapaTHOTO Yirna Mu(pPyBaHHs 3 IIEHTPAILHUM MPOIIECOPOM.
Sk ISP 3 000x kiHLiB BUKoprcTaHo kaHain 100 Mbps.

Office 2 Office 1

e

Iy
| 4

MikroTik MikroTik

hAP ac? hAP ac?
wireguard: 172.19.2.2/30 Internet wireguard: 172.19.2.1/30
gre: 172.19.1.2/30 gre: 172.19.1.1/30
12tp: 172.25.25.2 ——— WireGuard tunel 12tp: 172.25.25.1
ovpn: 10.8.8.2 R . Taa ovpn: 10.8.8.1
eoip: 172.19.2.6/30 GRE tunel + IPSec eoip: 172.19.2.5/30

e L2TP tunel + IPSec
OpenVPN

EolP tunel + IPSec
Puc. 1. Cxema nioxknouenHs mapupymu3amopie y HaniHamypHil MoOesi KoMN 10mepHoi Mepeici

Kpurepii, siki BpaxoBaHO IpH MPOBEJACHHI €EKCIIEPUMEHTIB: MEPEXKEBUHN MMPOTOKOJI TYHEIIO-
BaHHS Ta MU(PYBaHHS, THUN 3’ €HAHHS TPAHCIIOPTHOTO PiBHS, BIINPABICHHS YU MPUHOM aa-
HUX. SIK pe3ynbTaT MpPOBEAECHHS E€KCHEPUMEHTATIbHOIO JOCIIKEHHS PO3IJISHYTO 3aBaHTa-
YKEHHS Ipoliecopa, KOPHCHA MPOITYCKHA 3/1aTHICTh Ha MPHUIOM Ta epeaady.
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JJ1s1 ipoBeIeHHST €KCIICPUMEHTIB IOCITIIOBHO HAJIAIIITOBYBABCS OJIMH 13 3a3HAYCHUX THUIIIB TY-
HediB. Takox 1 AKOCTi 3B’ 513Ky MOTPIOHO PO3MEXYBATH JOCIIHKEHHS OB’ 13aH1 3 TPAHCIOPTHUM
piBaeM mozeni OSI. ToMy 1 KOXKHOTO 3 IPOTOKOJIIB BUKOPUCTAHO JIaTarpaMHUM peKUM repeadi
JaHuX 3a Jonomororo nporokoiry UDP Ta 31 BctaHOBIIEHHSM 3’ €1HaHHs — mpotokos TCP.

SIK TeHepaTop JaHuX JIsl HABaHTA)XKECHHS KaHAITY Iepe/iavi TaHWX BUKOPUCTAHO CTaHIapTHUI
BOynoBanuii y RouterOS incrpyment Bandwith test. HasBHicTh Takoro iHcTpyMeHTa J103BOJISIE
MIPOBOJIMTH BUMIPIOBAHHS caMe Ha MEPEKEBOMY 00JIaTHAHHI Ta HIBEJTIOE BIUIMB POOOTH JIOKATTBLHOI
Mepexi Ha pe3yJIbTaTH eKCIIepruMeHTiB. HanamryBaHHs THITY TOTOKY (TPaHCIIOPTHOT'O PiBHSI) 3HA-
XOIATHCSA y BikHI HanamryBanHs Bandwith test (puc. 2).

th Test (Running])

Protocal: ( udp @ tep \St#‘

Local LDP Tx Size: |:| A
Remote UDP Tx Size: |:| -
Direction: EI

Connection Count: l:l -
Local Tx Spead: I:I ¥ hps
Remote Tx Spead: l:l ¥ hps

[ |Random Cata

T —
Pesowar -

lostPaketss0 |
Tx/Rx Current: |0 bps/87.0 Mops
Tx/Rx 10s Average: |0 bps/85.9 Mbps T

-+

Puc. 2. Hanawmyeanusa Bandwith test

Ha puc. 3 HaBeneHO pe3ysibTaTH TECTYyBAaHHS TYHEIIO, SKUH 1OOYI0BAaHO 3a JOIOMOTOK0
BOY/ZI0OBaHOTO MPOTPaMHOIo 3a0e3Me4eHHs, 1110 BUKOPUCTOBYE npoTokon WireGuard. Sk BugHO
3 puC. 3 OCHOBHE HaBaHTAKEHHSI BHKOHYETHCS TIPOLIECOPOM, IO CBIYUTH PO TE, IO Yill IIH-
(bpyBaHHs B 111} peaizallii He BUKOPUCTOBYEThHCS.

Bandwidin Test (Rurning) ] E3
Tt T - St Uptime: [07:21:03 . ox Interface Greghe Queve Graphs Resource Graphs | .
Protocol: i & tep Step Free Memery: [S32MB | [ hid [Fin
Local LDP Tx Size: e Fes Total Memery: [128.0 MB LsB gupe : =
Remate LDP Tx Size v HCO
CH: |ARMNT o hng
Direction: |receive = : RO
- CPU Court: [4
Correction Count: - CPU Frequency: [896 Mz ]
Local Tx Speed: v bes | CULoad: [57 % |
Remote Tx Speed: v bes (=E3
Random Data 1 +
Total DD Size; [| PV 14! + Start
User: ﬂ Stop.
Password: | FHFrEsssnk s - Close
Total Secter Writes o
Lost Packets: [0 S
TwRx Current: |0bps/87.0 Mbps me |y [usage | -
T 105 Aversge: [DEpSES S o] frentechse Name: g S ' 5
\Verage: -
D L Board Mame: E .
. 1 ssl
- Version: 2 s0]
1 T ’ ilbtes 375
T rem— 111 A Bl Time: 1§ = h——
LI &7.0 s B Ml 5.0 I
85.0 I
nrning... 52.0 _ B
[
X
[=1E3 ferorypting 1 oo
Dally |Weskdy Mockhly Yemty [ o | [ |ercryping 2 os|
— 1l [ 1 2anCrypti 3 00
FEITETER %= [v][x] (7] T EE]
30 [Address Network [Interface = fethernet 1 1sH
D T ethernet 2 1350
- 172191270 172.19.10 GRE_Che Myr [sthernst 3 as|
T 172.19.2.2/30 172.19.20 wgChe firewall o 35|
b 17225252 17225251 |2pChe frewall 1 85l
T firewall 2 180
WcrU: s3% i L firewal 3 65] =
— § items (1 selected) 56 items (1 selected)

Puc. 3. Tecmysanuns mynento 3 euxopucmanuam npomoxony WireGuard
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Ha puc. 4 HaBeneHo pe3ynbTaTu TECTyBaHHS TYHENIO, KU MOOYJ0BaHO 3a JIOTIOMOTOIO
BOYZIOBaHOTO ITPOrpaMHOTO 3abe3nedeHHs, mo BukopructoBye nporokoia GRE + IPSec. Ocho-
BHE HABAHTAKCHHS TaKOXK BUKOHYETBCS NPOLIECOPOM, OTIKE, gin mmdpyBaHHS HE BUKOPHCTO-
By€eThcsl. HaBaHTa)KEHHS Ha MPOLIECOP MEHIIIE, HiJK Y MONEePEeTHOMY €KCIIEPUMEHTI.

TestTo: [172.19.1.1 .l Start Uptime: [08:25:52 o marfna-m\mm Rescurce Grpts |,
Protocol: © udp = tp £ Free Memary: |53 2 MB FCl r Find
Local LDP Tx Size: Close Total Memary: [1280MB = ipe “ -

-
Remote LDP Tx Size: -
Directicn: |receive 1

-

K

TR 105 Average: [0bps/770Mops |
.

= i

r\.rnlng

-0
ok
=
[

W 0w e O
=
=]

<]

Puc. 4. Tecmysanns mynenio 3 eukopucmannsim GRE + IPSec

Ha puc. 5 HaBezieHO pe3ynbTaTy TECTyBaHHs TYHEINIO, SKUI TOOY0BaHO 3a 10II0MOTI'0t0 BOY-
JIOBAHOTO TIPOTPAMHOTO 3a0e3reueHHs, 10 BUKOpUCTOBYE mpoTtokon L2TP + IPSec. OcHoBHe
HABaHTAKEHHSI BAKOHYETHCS MPOIIECOPOM, [0 O3HAYAE, IIO Yill IU(PPyBaHHS HE BUKOPHCTOBY-
etbest. CITij] 3a3HAYUTH, M0 HE 3aBXKIM PO3MOJIUT HABAHTAXKCHHS Ha OOYMCITIOBAIIbHI €JICMEHTH
nponopuiiHuii. Lle 0co6a1MBO MOMITHO, KO BUKOPUCTOBYEThCs ipoTokon TCP. 3rigHo 3 npu-
nyuieHHsIM npu BcraHoBiieHHI TCP 3’eHaHHs Bech MOTIK/ceaHC 00pOOIIOETHCS OHUM 00YHC-
JIOBAJIbHUM €JIEMEHTOM 1 HE 3MIHIOEThCS I[I/IHaMIIIHO 3aJI€XKHO BiJl HABAHTAXKECHHSL.

O x| e (w]|ES q a aj x
TestTor |172.95.25.1 . Start Uptime: |07:10:45 Interface Graphs  Queus Graphs me&a:*s|
Protocol: © udp @ top Stop Free Memory: |50.6 MB N Find
= - e Total Memory: [128.0MB = % . [>
Remots LDP Tx Size: U | oD
CPU: [ ARMYT ] e
Direction; [serdt L
i . T — ]
Cornection Count: P Frequency: | 896 MHz
Local Tx Speed: ¥ bps CFU Load: |31 %
Remote Tx Speed: bt P R g X
0 s e Free HDD Space: 3
Random . —
Total HOD Size:[{ S (3 ¥ st
User: | - Step
o Sactor Writes Since Reboot: |1 —
Total Sector Writes: ] e virao |
Lost Packets: [0 Bad Blocks: [
T Current: |72.1 920 Name lez0) Usage 2
R Mope/1920 tpe Architecture Name: |45ragrg ‘ ! ~OU l,
TifRx 105 Average: [68.9 m =
x/Rx 105 Average: Meps/0 bps | Mame: [brdglng 3 00
- el Otest 0 05|
— Version: | Jltest 1 15] |
’ _ otest 2 25|
Euild Time: [ 35
&) 89.5
ol 60]
2 95l
m 3 235
lercrypting 0 15 l
Dﬂ”v|Wed.lv Mority Yearly EI Blx]ervryping : 0o
- Tt 0 25|
e %)= v % 0|7 G A
|address [ vetwark Interface | |lethernet 2 05|
D T ethermet 3 30|
|- 172190200 17219.10 GRE_Che_Myr | firewal 0 240l
T 17219.2.2/30 172.19.2.0 wolThe firewall 1 05|
=} 17225252 172.25.25.1 I2tp_Che firewall 2 05|
i firewall 3 30|
L orerhing 2 00 =
6 items (1 selected) 49 items (1 selected)

Puc. 5. Tecmysanns mynenio 3 gukopucmanusm L2TP + IPSec
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Ha puc. 6 HaBeneHO pe3ysibTaTi TECTYBaHHS TYHEINIO, SIKUil 00y J0BaHO 3a JJOIIOMOTOO BOY-
JIOBAHOT'O TMPOTPAMHOTO 3a0e3MeUYeHHSI, 0 BUKOPUCTOBYE NMpoTokoi EolP + IPSec. OcHoBHE Ha-

BaHTA)XEHHS BUKOHY€ETHCS MPOLIECOPOM, LII0 O3HAYAE, 110 Yill ITHU(PPYBaHHS HE BAKOPUCTOBYETHCHL.
O]

TestTa: | 1721925 surt 7 Find Uptime: [1d00:43.18 o] it e |
Promeok: € udp € 0 sep | o e (w;’hm mwlw o 4 Pt I - 7 [Foa__|
Local LR T Size: - Closs o a5 o of | Total Memory: | 128.0 ME = [Type. |-
. e 5 o o
RemoelDpTase: [ |
- -— 2 culme [ *
Drecton; | eceim *
- CRU Count: (4
comectongont:| ¥ CPU Froquency: 596 IHz ]
Local T Speed: | | = bps Emﬂ:«s«. l
O — T
- i Fritis HOD Space: | 1944 ki ]
Random
Totsl HCO Size: [15.3 MB N Vi
‘Sector Writes Since Retoot: |41 933 CPu [ussge -
i - - 0 oo *
Total Sector wriss: 766 711 0 20 +
leafmrn ) Bad Blocks: [0.0 % ET] l-
Taffx Current: |0 bps/B17 Meps. 3 2
T 108 Average: [0 a7 s arhescuratine: o =
Board Hame: haP ac™2 40.5 N
Rix Total Aversge: [0 bps/79.0 Meps. [ R >0
wersion: 7.1 (sting) ] g
Build Time: [Dec/D1/2021 14:07:27 g-‘; -
o0
TS
os|
L
215
20|
Resource Graph <CRU> as|
o 20l

Dallylmnlm* Yearly

1721910
1721920
1720924 =onche
1225251

o

Puc. 6. Tecmysanns mynenio 3 ukopucmanuam EolP + IPSec

Ha puc. 7 HaBeleHO pe3ysibTaTH TECTyBaHHS TYHEIO, SIKUI 10OYI0BaHO 3a JJOIOMOT'OO
BOYIOBAHOTO MIPOTPAMHOT0 3a0€3TIeUYCHHS, 110 BUKOPUCTOBYE MpoTokos OpenVPN. J[is iboro
IPOTOKOJIy INepedadeHo MU(pyBaHHS 3 BUKOPUCTAHHSAM anapaTHOro U pyBaHHs, 10 OA-
pa3y MOMITHO, OCKUJIbKM HaBaHTa)KEHHsI HA IIEHTPAIBHUHN MPOLIECOP MEHIIIE, HIX Y TOMepeIHIX
€KCIIEpUMEHTax.

s tace Rules | Qusue s Resource Rules ..

[#][=] 7] [[Sabrg eoros

S p——

Fic: 223 Mbgs
Ta: 4202 b

T e I =]
=) =
3 _Ls
535
TH/R CLTEnt: |0 bps/21.9 Mbps Free Memory: [46.0 M GD-
EZ)
T/ 105 Average: [0 bps/22.5 Vbps Total Mesriory: [128.0MB 2ol
1 § 7 oo
Ta/x Total dverage: [0 bps/2LE Mbps N ——
b i B aeh
CPU Fraguancy: [696 MHz EEII
0s
[ cruLcad: [sow | 15

Free HDD Space: | 1504 KB
Total ke size: [15.3 MB
Dlif|w-aw Morithly esrly lIl Sector Writes Sknce Reboat: |53 162
Total Sector Writes: | 797 40
Bad blocks: (0.0 %

AthtectraMame: [am

B = S—
wersion: [7.1 (esting)

bk i e

T E—

B

[ =

&
+

Puc. 7. Tecmysanns mynenio 3 uxopucmanuim OpenVPN

Jlnis TyHemiB, JUIsS IKMX MOXKJIMBO BUKOPHUCTOBYBATH sIK TpaHcopTHUH npotokon TCP Tta
UDP, 6y;10 mpoBeIcHOTO JIBa EKCIIEPUMEHTH, IO ITiITBEPANIIN BXKE OTPUMAaHI Pe3yIbTaTH.
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OIHMM 3 OCHOBHHMX KPHTEPiiB BUKOPHCTAHHS TYHENIB € KOPHCHA POITyCKHA 3/1aTHICTh Ka-
Haity (puc. 8). 3arayibHi pe3yJabTaTH MOJICIIOBAaHHS HABEACHO B TAOIUIII.

Interface Graph <wgChe:> E Interface Graph <&

Daily ‘ Weekly | Monthly | ‘iearly | Daily ‘ Wieekly | Marthly | early |

Fx: 730 Mbps
Tw: 91.4 Mbps

Rx: 36,7 Mbops
Ti: 54.2 Mhps |

Interface Graph <GRE_Che_Myrs= Interface Graph <ovpnChes

Daily ‘ Win'eakly | Tty | Yearly | Daily ‘ Weakly ‘ Manthly ‘ early ‘
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Puc. 8. Kopucna nponycxkuna 30ammuicms myHeinie

Taommms 1
3acanvhi pe3yriomamu Hani@HAMYPHO20 MOOETIOBAHHS
VPN Tunel 3apanraxenns CPU, % Rx, Mbps Tx, Mbps
WireGuard 65 69,7 89,4
GRE + IPSec 43 35,3 50,2
L2TP + IPSec 48 40,3 41,1
EolP + IPSec 46 50,2 35,0
OpenVPN tcp 40 16,2 12,8
OpenVPN udp 24 30,2 10,4

BucHoBku. byna cTtBopeHa HamiBHaTypHa MOJIENTb MEPEKEBOT CUCTEMH 3 BUKOPUCTAHHSAM
mapmpyTtuzatopiB MikroTik. TIpoBenene mocmimkeHHST JO3BOJMIO BH3HAYUTH OCOOJIMBOCTI
pobotu cyuyacHoi Bepcii onepartiitHoi cucremu RouterOS, a came BU3HAYUTH MPOTOKOIH, IS
SKUX MOXKJIMBE BUKOPUCTAHHS amapaTHoi peanizamii anroputmiB mudpyBanas. OcoOIuBICTIO
i€l Bepcii € BOyioBaHa peasnisallis TYHEIo 3 BUKOPUCTaHHAM mpoTokoiny WireGuard, sikuit mmo-
Ka3aB BUCOKY NMPOAYKTHBHICTb.
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Takox 3a 1OMOMOTOI0 MOJIENi OyJI0 OTPUMAHO KUIBKICHI TTOKA3HUKHU MPOJTYKTUBHOCT1 BH-
KOPHCTaHHS TYHENIB 13 PI3HUMH IPOTOKOJIAMH 32 YMOBH MIM(PYBaHHS JaHUX, IO Mepeia-
10Tbest. Li pe3ynsratu MoKy Th OyTH BUKOPHCTaH1 Ha BUPOOHMIITBI /711 OOTPYHTYBaHHS BUOOPY
MPOTOKOJIIB T4 HEOOX1THMX KaHAJIB 3B S3Ky. SIK BUIHO 3 pe3ysbTariB MPOBEICHUX EKCTIepHMe-
HTIB BIUIMB IPOTOKOJIIB Ta 1X peai3ailiii Ha KOPUCHY MPOIYCKHY 3/aTHICTh 3HAYHUHI Ta MOXKE
3MEHIIyBaTH 11 B JIeKiJIbKa pas3iB.

Hanani s Mmojens Moxke OyTH BHKOPUCTaHA JUIS TECTYBaHHS KaHAIB 3B S13Ky Ta aHAIII3y
BIUIMBY 30BHIIIHIX (paKTOPiB, y TOMY YHCI IS AOCIIHKEHHS MOXKJIMBOCT] HECAHKI[IOHOBAHOTO
JOCTYITy A0 iH(opMaIlii, 1o nepeaaeTbCs B TYHEAX. BripoBaykeHHsI €T MO 10 HaBYaJIb-
HUX CTCH/IIB BUBYCHHS MEPEKEBHUX TEXHOJOTIH 3a0€3MeUnTh MOKIUBICTh MOTTTHONUTH 3HAHHS
Ta HaOyTH MPaKTUYHI HABUYKH.
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RESEARCH OF TUNNELING TECHNOLOGIES
IN MODERN COMPUTER NETWORKS

Modern corporate networks are a combination of internal and external communication channels. The issue of confiden-
tiality in such networks is relevant. To reduce the risks associated with implementing new solutions in continuous cycle systems,
it is necessary to analyze and evaluate their impact.

For now, there is a large number of network protocols that can be used to create tunnels. Modern network equipment is
a rather complex software and hardware system that supports many standards and protocols. Well-known network equipment
manufacturer MikroTik has upgraded the RouterOS operating system to version 7, where the main change is the use of an
updated Linux kernel version 5.6.3, which allows routers to use several different ways to establish secure connections. In
modern research, the main attention is paid to encryption algorithms and tunneling protocols without taking into account the
peculiarities of implementation.

The aim of the article is to develop semi-natural modeling of networks that can be used in the educational process and
production systems. The result of the simulation is quantitative indicators of the performance of network equipment and com-
munication channels. The use of semi-natural modeling is necessary when it is not possible to describe the operation of some
elements of the system mathematically. Real network equipment and long-distance communication channels of providers were
used to model the corporate network. To make the results objective in the test scheme, MikroTik hAP ac2 equipment with a
hardware encryption chip and RouterOS v.7.1 were installed on both ends. A 100 Mbps channel was used as the ISP at both
ends. The standard Bandwith test tool built into RouterOS is used as a data generator. The study allowed to determine the
features of the modern version of the operating system RouterOS. A feature of this version is the built-in implementation of the
tunnel using the WireGuard protocol, which showed high performance. The model was also used to obtain quantitative indica-
tors of the performance of tunnels with different protocols under the condition of encrypting the transmitted data. As can be
seen from the results of the experiments, the impact of protocols and their implementations on the useful bandwidth is significant
and can reduce it several times.

Keywords: computer network, tunnel; encryption; privacy; WireGuard; IPSec; GRE; L2TP; Open VPN; EolP; ISP.
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